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SUMMARY OF 
THE HIPAA PRIVACY RULE 

 

Introduction 
 
The Standards for Privacy of Individually Identifiable Health Information (“Privacy 
Rule”) establishes, for the first time, a set of national standards for the protection of 
certain health information.  The U.S. Department of Health and Human Services 
(“HHS”) issued the Privacy Rule to implement the requirement of the Health 
Insurance Portability and Accountability Act of 1996 (“HIPAA”). 1  The Privacy Rule 
standards address the use and disclosure of individuals’ health information—called 
“protected health information” by organizations subject to the Privacy Rule — called 
“covered entities,” as well as standards for individuals' privacy rights to understand 
and control how their health information is used.  Within HHS, the Office for Civil 
Rights (“OCR”) has responsibility for implementing and enforcing the Privacy Rule 

http://www.hhs.gov/ocr/hipaa
http://www.hhs.gov/ocr/hipaa
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three years of the passage of HIPAA.  Because Congress did not enact privacy 
legislation, HHS developed a proposed rule and released it for public comment on 
November 3, 1999.  The Department received over 52,000 public comments.  The 
final regulation, the Privacy Rule, was published December 28, 2000.2    
 
In March 2002, the Department proposed and released for public comment 
modifications to the Privacy Rule.  The Department received over 11,000 comments.  
The final modifications were published in final form on August 14, 2002.3  A text 
combining the final regulation and the modifications can be found at 45 CFR Part 
160 and Part 164, Subparts A and E on the OCR website: 
http://www.hhs.gov/ocr/hipaa. 
 

Who is 
Covered by the 
Privacy Rule 

 
The Privacy Rule, as well as all the Administrative Simplification rules, apply to 
health plans, health care clearinghouses, and to any health care provider who 
transmits health information in electronic form in connection with transactions for 
which the Secretary of HHS has adopted standards under HIPAA (the “covered 
entities”).  For help in determining whether you are covered, use the decision tool at: 

http://www.hhs.gov/ocr/hipaa
http://www.cms.hhs.gov/hipaa/hipaa2/support/tools/decisionsupport/default.asp


http://www.hhs.gov/ocr/hipaa/contractprov.html
http://www.hhs.gov/ocr/hipaa/guidelines/businessassociates.pdf
http://www.hhs.gov/ocr/hipaa/guidelines/businessassociates.pdf
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“Individually identifiable health information” is information, including demographic 
data, that relates to: 

• the individual’s past, present or future physical or mental health or 
condition,  

• the provision of health care to the individual, or  
• the past, present, or future payment for the provision of health care to the 

individual,  
and that identifies the individual or for which there is a reasonable basis to believe 
can be used to identify the individual.13  Individually identifiable health information 
includes many common identifiers (e.g., name, address, birth date, Social Security 
Number). 
 
The Privacy Rule excludes from protected health information employment records 
that a covered entity maintains in its capacity as an employer and education and 
certain other records subject to, or defined in, the Family Educational Rights and 
Privacy Act, 20 U.S.C. §1232g. 
 
De-Identified Health Information.  There are no restrictions on the use or 
disclosure of de-identified health information.14  De-identified health information 
neither identifies nor provides a reasonable basis to identify an individual.  There are 
two ways to de-identify information; either: 1) a formal determination by a qualified 
statistician; or 2) the removal of specified identifiers of the individual and of the 
individual’s relatives, household members, and employers is required, and is 
adequate only if the covered entity has no actual knowledge that the remaining 
information could be used to identify the individual.15 
 

General 
Principle for 
Uses and 
Disclosures 

http://www.hhs.gov/ocr/hipaa/guidelines/govtaccess.pdf
http://www.hhs.gov/ocr/hipaa/guidelines/govtaccess.pdf
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(6) Limited Data Set for the purposes of research, public health or health care 
operations.18  Covered entities may rely on professional ethics and best judgments in 
deciding which of these permissive uses and disclosures to make.   
 
(1) To the Individual.  A covered entity may disclose protected health information to 
the individual who is the subject of the information. 
 
(2) Treatment, Payment, Health Care Operations.  A covered entity may use and 
disclose protected health information for its own treatment, payment, and health care 
operations activities.19  A covered entity also may disclose protected health 
information for the treatment activities of any health care provider, the payment 
activities of another covered entity and of any health care provider, or the health care 
operations of another covered entity involving either quality or competency assurance 
activities or fraud and abuse detection and compliance activities, if both covered 
entities have or had a relationship with the individual and the protected health 
information pertains to the relationship.  See OCR “Treatment, Payment, Health Care 
Operations” Guidance. 
 

Treatment is the provision, coordination, or management of health care and 
related services for an individual by one or more health care providers, 
including consultation between providers regarding a patient and referral of a 
patient by one provider to another.20 
 
Payment encompasses activities of a health plan to obtain premiums, 

http://www.hhs.gov/ocr/hipaa/guidelines/sharingfortpo.pdf
http://www.hhs.gov/ocr/hipaa/guidelines/sharingfortpo.pdf
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(3) Uses and Disclosures with Opportunity to Agree or Object.  Informal 
permission may be obtained by asking the individual outright, or by circumstances 

http://www.hhs.gov/ocr/hipaa/guidelines/incidentalud.pdf
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statute, regulation, or court orders).29 
 
Public Health Activities.    Covered entities may disclose protected health 
information to: (1) public health authorities authorized by law to collect or 
receive such information for preventing or controlling disease, injury, or 
disability and to public health or other government authorities authorized to 
receive reports of child abuse and neglect; (2) entities subject to FDA 
regulation regarding FDA regulated products or activities for purposes such 
as adverse event reporting, tracking of products, product recalls, and post-
marketing surveillance; (3) individuals who may have contracted or been 
exposed to a communicable disease when notification is authorized by law; 
and (4) employers, regarding employees, when requested by employers, for 
information concerning a work-related illness or injury or workplace related 
medical surveillance, because such information is needed by the employer to 
comply with the Occupational Safety and Health Administration (OHSA), 
the Mine Safety and Health Administration (MHSA), or similar state law.30  
See OCR “Public Health” Guidance; CDC Public Health and HIPAA 
Guidance. 
 
Victims of Abuse, Neglect or Domestic Violence.   In certain circumstances, 
covered entities may disclose protected health information to appropriate 
government authorities regarding victims of abuse, neglect, or domestic 
violence.31   
 
Health Oversight Activities.   Covered entities may disclose protected health 
information to health oversight agencies (as defined in the Rule) for purposes 
of legally authorized health oversight activities, such as audits and 
investigations necessary for oversight of the health care system and 
government benefit programs.32 
 
Judicial and Administrative Proceedings.   Covered entities may disclose 
protected health information in a judicial or administrative proceeding if the 
request for the information is through an order from a court or administrative 
tribunal.  Such information may also be disclosed in response to a subpoena 
or other lawful process if certain assurances regarding notice to the individual 
or a protective order are provided.33 
 
Law Enforcement Purposes.   

http://www.hhs.gov/ocr/hipaa/publichealth.pdf.pdf
http://www.cdc.gov/mmwr/preview/mmwrhtml/m2e411a1.htm
http://www.cdc.gov/mmwr/preview/mmwrhtml/m2e411a1.htm
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Decedents.   Covered entities may disclose protected health information to 
funeral directors as needed, and to coroners or medical examiners to identify 
a deceased person, determine the cause of death, and perform other functions 
authorized by law.35 
 
Cadaveric Organ, Eye, or Tissue Donation.   Covered entities may use or 
disclose protected health information to facilitate the donation and 
transplantation of cadaveric organs, eyes, and tissue.36   
 
Research.  “Research” is any systematic investigation designed to develop or 
contribute to generalizable knowledge.37  The Privacy Rule permits a covered 
entity to use and disclose protected health information for research purposes, 
without an individual’s authorization, provided the covered entity obtains 
either: (1) documentation that an alteration or waiver of individuals’ 
authorization for the use or disclosure of protected health information about 
them for research purposes has been approved by an Institutional Review 
Board or Privacy Board; (2) representations from the researcher that the use 
or disclosure of the protected health information is solely to prepare a 
research protocol or for similar purpose preparatory to research, that the 
researcher will not remove any protected health information from the covered 
entity, and that protected health information for which access is sought is 
necessary for the research; or (3) representations from the researcher that the 
use or disclosure sought is solely for research on the protected health 
information of decedents, that the protected health information sought is 
necessary for the research, and, at the request of the covered entity, 
documentation of the death of the individuals about whom information is 
sought.38  A covered entity also may use or disclose, without an individuals’ 
authorization, a limited data set of protected health information for research 
purposes (see discussion below).39  See OCR “Research” Guidance; NIH 
Protecting PHI in Research. 
 
Serious Threat to Health or Safety.   Covered entities may disclose protected 
health information that they believe is necessary to prevent or lessen a serious 
and imminent threat to a person or the public, when such disclosure is made 
to someone they believe can prevent or lessen the threat (including the target 

http://www.hhs.gov/ocr/hipaa/guidelines/research.pdf
http://privacyruleandresearch.nih.gov/pdf/HIPAA_Privacy_Rule_Booklet.pdf
http://privacyruleandresearch.nih.gov/pdf/HIPAA_Privacy_Rule_Booklet.pdf
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Workers’ Compensation.   Covered entities may disclose protected health 
information as authorized by, and to comply with, workers’ compensation 
laws and other similar programs providing benefits for work-related injuries 
or illnesses.42  See OCR “Workers’ Compensation” Guidance. 
 

(6) Limited Data Set.  A limited data set is protected health information from which 
certain specified direct identifiers of individuals and their relatives, household 
members, and employers have been removed.43  A limited data set may be used and 
disclosed for research, health care operations, and public health purposes, provided 
the recipient enters into a data use agreement promising specified safeguards for the 
protected health information within the limited data set. 
 

Authorized 
Uses and 
Disclosures 

 
Authorization.  A covered entity must obtain the individual’s written authorization 
for any use or disclosure of protected health information that is not for treatment, 
payment or health care operations or otherwise permitted or required by the Privacy 
Rule.44  A covered entity may not condition treatment, payment, enrollment, or 
benefits eligibility on an individual granting an authorization, except in limited 
circumstances.45 
 
An authorization must be written in specific terms.  It may allow use and disclosure 
of protected health information by the covered entity seeking the authorization, or by 
a third party.  Examples of disclosures that would require an individual’s 
authorization include disclosures to a life insurer for coverage purposes, disclosures 
to an employer of the results of a pre-employment physical or lab test, or disclosures 
to a pharmaceutical firm for their own marketing purposes. 
 
All authorizations must be in plain language, and contain specific information 
regarding the information to be disclosed or used, the person(s) disclosing and 

http://www.hhs.gov/ocr/hipaa/guidelines/workerscompensation.pdf
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for them, provided by or included in a benefit plan of the covered entity 
making the communication; 

• Communications about participating providers in a provider or health plan 
network, replacement of or enhancements to a health plan, and health-related 
products or services available only to a health plan’s enrollees that add value 
to, but are not part of, the benefits plan; 

• Communications for treatment of the individual; and 
• Communications for case management or care coordination for the 

individual, or to direct or recommend alternative treatments, therapies, 
health care providers, or care settings to the individual. 

 
Marketing also is an arrangement between a covered entity and any other entity 
whereby the covered entity discloses protected health information, in exchange for 
direct or indirect remuneration, for the other entity to communicate about its own 
products or services encouraging the use or purchase of those products or services.   
A covered entity must obtain an authorization to use or disclose protected health 
information for marketing, except for face-to-face marketing communications 
between a covered entity and an individual, and for a covered entity’s provision of 
promotional gifts of nominal value. No authorization is needed, however, to make a 
communication that falls within one of the exceptions to the marketing definition.  
An authorization for marketing that involves the covered entity’s receipt of direct or 
indirect remuneration from a third party must reveal that fact.  See OCR "Marketing" 
Guidance. 
 

Limiting Uses 
and Disclosures 
to the 
Minimum 
Necessary 

 
Minimum Necessary.  A central aspect of the Privacy Rule is the principle of 
“minimum necessary” use and disclosure.  A covered entity must make reasonable 
efforts to use, disclose, and request only the minimum amount of protected health 
information needed to accomplish the intended purpose of the use, disclosure, or 
request.50

http://www.hhs.gov/ocr/hipaa/guidelines/marketing.pdf
http://www.hhs.gov/ocr/hipaa/guidelines/marketing.pdf
http://www.hhs.gov/ocr/hipaa/guidelines/minimumnecessary.pdf


http://www.hhs.gov/ocr/hipaa/guidelines/notice.pdf


 

http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_adp.php?p_sid=sHyMPaIg&p_lva=&p_faqid=369&p_created=1040408957&p_sp=cF9zcmNoPTEmcF9ncmlkc29ydD0mcF9yb3dfY250PTU3JnBfc2VhcmNoX3RleHQ9ZGVzaWduYXRlZCByZWNvcmQgc2V0JnBfY2F0X2x2bDE9NyZwX2NhdF9sdmwy
http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_adp.php?p_sid=sHyMPaIg&p_lva=&p_faqid=369&p_created=1040408957&p_sp=cF9zcmNoPTEmcF9ncmlkc29ydD0mcF9yb3dfY250PTU3JnBfc2VhcmNoX3RleHQ9ZGVzaWduYXRlZCByZWNvcmQgc2V0JnBfY2F0X2x2bDE9NyZwX2NhdF9sdmwy




http://www.hhs.gov/ocr/hipaa/guidelines/incidentalud.pdf
http://www.hhs.gov/ocr/hipaa/guidelines/incidentalud.pdf
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require an individual to waive any right under the Privacy Rule as a condition for 
obtaining treatment, payment, and enrollment or benefits eligibility.74 
 
Documentation and Record Retention.  A covered entity must maintain, until six 
years after the later of the date of their creation or last effective date, its privacy 
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Group Health Plan disclosures to Plan Sponsors.  A group health plan and the 
health insurer or HMO offered by the plan may disclose the following protected 

http://www.hhs.gov/ocr/hipaa/guidelines/personalrepresentatives.pdf
http://www.hhs.gov/ocr/hipaa/guidelines/personalrepresentatives.pdf
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State Law 
 
Preemption.  In general, State laws that are contrary to the Privacy Rule are 
preempted by the federal requirements, which means that the federal requirements 
will apply.85  “Contrary” means that it would be impossible for a covered entity to 
comply with both the State and federal requirements, or that the provision of State 
law is an obstacle to accomplishing the full purposes and objectives of the 
Administrative Simplification provisions of HIPAA.86  The Privacy Rule provides 
exceptions to the general rule of federal preemption for contrary State laws that (1) 
relate to the privacy of individually identifiable health information and provide 
greater privacy protections or privacy rights with respect to such information, (2) 
provide for the reporting of disease or injury, child abuse, birth, or death, or for 
public health surveillance, investigation, or intervention, or (3) require certain health 
plan reporting, such as for management or financial audits. 
 
Exception Determination.  In addition,  preemption of a contrary State law will not 
occur if HHS determines, in response to a request from a State or other entity or 
person, that the State law: 
 

• Is necessary to prevent fraud and abuse related to the provision of or payment 
for health care, 

• Is necessary to ensure appropriate State regulation of insurance and health 
plans to the extent expressly authorized by statute or regulation, 

• Is necessary for State reporting on health care delivery or costs, 
• Is necessary for purposes of serving a compelling public health, safety, or 

welfare need, and, if a Privacy Rule provision is at issue, if the Secretary 
determines that the intrusion into privacy is warranted when balanced against 
the need to be served; or 

• Has as its principal purpose the regulation of the manufacture, registration, 
distribution, dispensing, or other control of any controlled substances (as 
defined in 21 U.S.C. 802), or that is deemed a controlled substance by State 
law. 
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Criminal Penalties.  A person who knowingly obtains or discloses individually 
identifiable health information in violation of HIPAA faces a fine of $50,000 and up 
to one-year imprisonment.89 The criminal penalties increase to $100,000 and up to 
five years imprisonment if the wrongful conduct involves false pretenses, and to 
$250,000 and up to ten years imprisonment if the wrongful conduct involves the 
intent to sell, transfer, or use individually identifiable health information for 
commercial advantage, personal gain, or malicious harm.  Criminal sanctions will be 
enforced by the Department of Justice. 
 

Compliance 

http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_adp.php?p_sid=UWxyatGg&p_lva=&p_faqid=368&p_created=1040408934&p_sp=cF9zcmNoPTEmcF9ncmlkc29ydD0mcF9yb3dfY250PTE3NCZwX3NlYXJjaF90ZXh0PXNtYWwgaGVhbHRoJnBfY2F0X2x2bDE9NyZwX2NhdF9sdmwyPX5hbnl_JnBf
http://www.hhs.gov/ocr/hipaa
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End Notes 
 
                                                 

1 Pub. L. 104-191. 
2 65 FR 82462. 
3 67 FR 53182. 
4 45 C.F.R. §§ 160.102, 160.103. 
5 Even if an entity, such as a community health center, does not meet the definition of a health 
plan, it may, nonetheless, meet the definition of a health care provider, and, if it transmits health 
information in electronic form in connection with the transactions for which the Secretary of HHS 
has adopted standards under HIPAA, may still be a covered entity. 
6 45 C.F.R. §§ 160.102, 160.103; see Social Security Act § 1172(a)(3), 42 U.S.C. § 1320d-1(a)(3).  
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18 45 C.F.R. § 164.502(a)(1). 
19 45 C.F.R. § 164.506(c). 
20 45 C.F.R. § 164.501. 
21 45 C.F.R. § 164.501. 
22 45 C.F.R. § 164.501. 
23  45 C.F.R. § 164.508(a)(2) 
24 45 C.F.R. § 164.506(b). 
25 45 C.F.R. § 164.510(a). 
26 45 C.F.R. § 164.510(b). 
27 45 C.F.R. §§ 164.502(a)(1)(iii). 
28 See 45 C.F.R. § 164.512. 
29  45 C.F.R. § 164.512(a). 
30 45 C.F.R. § 164.512(b). 
31 45 C.F.R. § 164.512(a), (c). 
32 45 C.F.R. § 164.512(d). 
33 45 C.F.R. § 164.512(e). 
34 45 C.F.R. § 164.512(f). 
35 45 C.F.R. § 164.512(g). 
36 45 C.F.R. § 164.512(h). 
37 The Privacy Rule defines research as, “a systematic investigation, including research 
development, testing, and evaluation, designed to develop or contribute to generalizable 
knowledge.” 45 C.F.R. § 164.501. 
38 45 C.F.R. § 164.512(i). 
39 45 CFR § 164.514(e). 
40 45 C.F.R. § 164.512(j). 
41 45 C.F.R. § 164.512(k). 
42 45 C.F.R. § 164.512(l). 
43 45 C.F.R. § 164.514(e).  A limited data set is protected health information that excludes the 
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information to the third party.  For example, a covered entity physician may condition the 
provision of a physical examination to be paid for by a life insurance issuer on an individual’s 
authorization to disclose the results of that examination to the life insurance issuer.  A health plan 
may condition enrollment or benefits eligibility on the individual giving authorization, requested 
before the individual’s enrollment, to obtain protected health information (other than 
psychotherapy notes) to determine the individual’s eligibility or enrollment or for underwriting or 
risk rating.  A covered health care provider may condition treatment related to research (e.g., 
clinical trials) on the individual giving authorization to use or disclose the individual’s protected 
health information for the research.  45 C.F.R. 508(b)(4). 
46 45 CFR § 164.532. 
47 “Psychotherapy notes” means notes recorded (in any medium) by a health care provider who is 
a mental health professional documenting or analyzing the contents of conversation during a 
private counseling session or a group, joint, or family counseling session and that are separated 
from the rest of the of the individual’s medical record.  Psychotherapy notes excludes medication 
prescription and monitoring, counseling session start and stop times, the modalities and 
frequencies of treatment furnished, results of clinical tests, and any summary of the following 
items: diagnosis, functional status, the treatment plan, symptoms, prognosis, and progress to date.  
45 C.F.R. § 164.501. 
48  45 C.F.R. § 164.508(a)(2). 
49 45 C.F.R. §§ 164.501 and 164.508(a)(3). 
50 45 C.F.R. §§ 164.502(b) and 164.514 (d). 
51 45 C.F.R. §§ 164.520(a) and (b).  A group health plan, or a health insurer or HMO with respect 
to the group health plan, that intends to disclose protected health information (including 
enrollment data or summary health information) to the plan sponsor, must state that fact in the 
notice.  Special statements are also required in the notice if a covered entity intends to contact 
individuals about health-related benefits or services, treatment alternatives, or appointment 
reminders, or for the covered entity’s own fundraising. 
52 45 C.F.R. § 164.520(c). 
53 45 C.F.R. § 164.520(d). 
54 45 C.F.R. § 164.520(c). 
55 45 C.F.R. § 164.524. 
56 45 C.F.R. § 164.501. 
57 A covered entity may deny an individual access, provided that the individual is given a right to 
have such denials reviewed by a licensed health care professional (who is designated by the 
covered entity and who did not participate in the original decision to deny), when a licensed health 
care professional has determined, in the exercise of professional judgment, that: (a) the access 
requested is reasonably likely to endanger the life or physical safety of the individual or another 
person; (b) the protected health information makes reference to another person (unless such other 
person is a health care provider) and the access requested is reasonably likely to cause substantial 
harm to such other person; or (c) the request for access is made by the individual’s personal 
representative and the provision of access to such personal representative  is reasonably likely to 
cause substantial harm to the individual or another person.  
 
A covered entity may deny access to individuals, without providing the individual an opportunity 
for review, in the following protected situations:  (a) the protected health information falls under 



 

OCR Privacy Rule Summary                       22 Last Revised 05/03 

                                                                                                                                                 
to participate in the research (as long as access to the information is restored upon completion of 
the research); (d) for records subject to the Privacy Act, information to which access may be 
denied under the Privacy Act, 5 U.S.C. § 552a; and (e) information obtained under a promise of 
confidentiality from a source other than a health care provider, if granting access would likely 
reveal the source.   45 C.F.R. § 164.524. 
58 45 C.F.R. § 164.526. 
59 Covered entities may deny an individual’s request for amendment only under specified 
circumstances.  A covered entity may deny the request if it:  (a) may exclude the information from 
access by the individual; (b) did not create the information (unless the individual provides a 
reasonable basis to believe the originator is no longer available); (c) determines that the 
information is accurate and complete; or (d) does not hold the information in its designated record 
set.  164.526(a)(2). 
60 45 C.F.R. § 164.528. 
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utilization review, quality assessment and improvement activities, or risk-sharing 
payment activities.  

• A group health plan and the health insurer or HMO that insures the plan’s benefits, with 
respect to protected health information created or received by the insurer or HMO that 


